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Abstract of JP2001 357371 

PROBLEM TO BE SOLVED: To realize great 
tamper resistance technique at a 
comparatively low cost when an H/T using a 
PKI in a fingerprint collator is made 
merchandise. SOLUTION: When a power 
source is supplied, a picture is read from a 
fingerprint reading sensor 200 and the random 
number is preserved in an SRAM 140 in an 
ASIC 100 as a cipher key (for example, a DES 
key with 56 bits) for seizing a cipher. A data 
storing flash memory 300, a program storing 
flash memory 400 and a cipher engine part 
500 are arranged at the outside of the ASIC 
100. A fingerprint template or important data 
such as a PKI key are stored in the data 
storing flash memory 300. The cipher engine 
part 500 enciphers important data stored in the 
flash memory 300 through the use of the 
cipher key which is preserved in the SRAM 
140 and also decodes data to be read from the 
flash memory 300. 
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"C#5o 

[0 0 3 3] (7-2) ±»Ui (6) ©#Ss ««f 
Jfc) fc^<»<0*ife-cai«tt^*» (17) 
±3t LfcJ&fflfl] i -eft, m*6 1 Od»boWR*r*fcA 
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mz*s<- *BiftfcB*i^ ftmni&e 1 oa> 

ONfcft*), ^Mty^U:CPU120^SRAM 
1 4 OOftt?!9icS:(t/c7 7^v'^^^i; j ? :> EEPRO 
M^f-^ (SRAM1 4 0<DS£tlHI«lfc:DE Sgl 

tt v 0 7tc^i-J:5Jc, ±#a*-i oSrHntat, yy 

-*l*:x6 0##*>Jh#D, ttft 6 10 

^Stf*ai0 4atfiaSS^6 2*Ss«i-5 0 rtufciJ: 
0 , ffl*.** h = S/tr*—* 9 0 0 jft»e>O«jldS«0*tT 

IfcCPUl 2 0#7?y^*J, EEPROMrt 
C0x-* (aSfc-tSDESW fc?fc«1-5o 

fcfc±«U ®?&6 l o©««fc^fc»#-c#ai:fct> 

[0 0 34] (7-3) P L D (DfkWi (0 8) 
±3£LfcPLD7 0 Ort^flfcoT, ^ffl^ 8 0 0 0 

fcWA'C, CPU120iaot3yhn-7$rtIt 
5 e ^*i£A&> ±#ttfciM£*»c:ft5. SfcM. 08 
ic^i-<t5i^, PLD7 OOftO^y 7 1 0l£_h5zEL 

fca* (dessi) , Jba^tt, DEsoBt-^r;w^y 

XAt>7JxTi3<. ltl^«fc t 9> 0*S*Wfc 

NUc« pld7 o ortof f -^Sr««i-5rfct>#x.e> 

[0 0 3 5] (8) Jfcffl«3 

(8-1) ±SE LfcE 3-0 6 (O^ Lfc^- * M&®± 
SrMttSCifcifl, SRAM14 0^itgB#i 

3 oioJMB-^fc^^-rsr sramho 

[0 0 3 6] *fc, ±JfiLfc«-Ctt, 77^^^!J 

fc±#'<— W y$/aS/-hS*0*ofcfclc, yy^ 
hSt£±o 777^^5 *famv>7* Agists 

snrv^^^ys/a^^eyicttatticsiftu sra 

Mrt©S*«r«*Hl1-rfc*^r«ift* # 



5J:5ftJ5*»ft^F]Efif3Wc»Lrt, :r-*Jl&£B£± 

[0 0 3 7] (8-2) ynx^ h^-MKt (B9) 
7 p nr^fV-h7 0lt 2 b (£BBfc* 

IHWf tlofti^- M»ototfBltli4H 7 
2A, 72B£, ftS**:/ («itf2<tm) £V*5# 

A x 7 2BCD*M(|£B&««S'- h 7 6A, 7 6Bia 
oTt*A/^36iftoT^5. ^LT, :©i5ft^n 

hi/-h7 0*r«Wr, fc5V>ttftBB#Lfc*§£lc 
tt, tt»7-f/^7 4lc±5«««tt^Bii, 

h7 2A, 7 2B^«a»lw3fai-5rtJilft5 0 tfc 
riSoT, :©iift^nf^ h^-b 7 0 1 

0, 2 0«>rt«M*fcEJIU #i#i/-H7 2A, 7 2 

B^tKitttttrAs i ci oo-eeai-srt^iu, 
*/<-io, aoo^jEftioxtrifciau-rt*^-?*© 

[0 0 3 8] (8-3) yfr—1-y?fflk (Ell 0) 

^-f7/8 0it ■aft***fc* s r*^9^f-y 

* /U KflSfi 8 2 A, 8 2 B T\ 1 #£>^jR MR) 
8 4*»fc&^*rfcO-e*>5 0 r<0#jR8 4 0p«^ 
77f^^KSn B p8 2A, 8 2B^^il:Iffl 
"OfctK yy Vf£^±-CKao-g|5^fi5 1 LO-Cfc 

hS«3 0OBR^JfAi-5nt^i9, ^-^td^FIE 
ft»X*Jni6iLfc»^<DW«8 4 0»WSrttWC*, 

[0 0 3 9] (8-4) ^mtOAflcM (HID 

$^ffl^£To#fe£ lt, Si iK:^-f<k5t^ as 

I C 1 0 0 t77r^*J 3 0 0/4 0 0(D^mt 
^MliC^ff 300^-^^7*8 0^|£«$iX"CV^So 

OdSEBSHSo /ot^ hi/— h 7 Oil, 40^)^- 

^«a, b, c, D*r^y^h»E3o©±aiK*^jfc 

[0 0 4 0] (8-5) ®&<Dmf& 

tL7 p y>'h£«3 0cDEi^^^^$t^rv^^ e y 
y y hs« 3 0 ±-e. ii?&o+®SJi0 1 1 (DA&\cm 

fr>- h 7 2 Bt^sfctt^ffliwj: 9ggiK$nr^ 

3 0±©EiRJC»8ESn, 3o©^w-fy7 f 
80^ltSRAMl 4 OO + fltHClffiRSixTV^S. 
ftl-, Sft^"S«* s B^{CiaR$JxT*3 0, B^^b 
^D7^ h~>- h 7 0©-I»fr>- h 7 2A*£*v>£ 
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y hgffi3 OOEjS^LtSRAMl 4 OCD- 
[0 0 4 1] (8-6) mmft& 

/8 0^pt^ hi/- h7 0fllC««*j9 OTMJ 
ivtv*5fc*, *kh/Cb*l\ RftlHlttttlciBffSJ'LS 
r ifc&5 0 Lfc^oT, ^ft£AS I C 1 0 OflCCtft 
ttiU SRAM14 0tof-^^ISt5e X 

12, t - a - H,>tt: 9 S R AM 1 4 0 rt 

ttfcflWtfcbTtt* J3fcbfcflfc:Rfc-f\ 
^5BfeSr«ttJ1-5^St bT«©*:/lHW**.Mi 

**b*5J:5K«||*L#5Ci:tt l l>t>*//-cab6. 
[0 0 4 2] 

B^*fc«#r5fc*o*2**y^Ri:, ^yi 
^ * y ^ai;:*Mft bfcfigx-* srrtp-s-ffl^-xtcio 

/•s*£^bTgU ^y^&ftOlt^i'— X^yy |* 

[0 0 4 3] #*W©»t0B^«lBf+f H/ 

I C©#MBfcRttfcfc», Pt-^{b^ic#5^-r co 

ftasr«fei-rt^-cfr, *fc, «F#r/^yxA(oaE 
5 0 crto»i>*y#Ric»#ibfc* 

*»S^-Xtt, »1, *27 f -^il«IKJt*Rlcj:9, 

JtU Jfc*ft*^/<i^^^^«rfif3w4:is-e#5 0 
bfc^oT, JB«t«^«^PKlS:ttofcH/TOjSfi 

h-c*a-e*5*Btti!ii^«iBft#H/T*!i«rs 



[BEoffi¥&Rn] 

[01] *«n^lllk^RicJ:S»taR««Rft#H 
/T©tl*«»t^ny^B|-efc5 t 

- [B 2 ] H 1 lc*1-«t«B^«tBf*# H/Tfl>*»tfs«r 

7l3 — h-?fc5 0 

-y^- 0KrS-f-B"?*>!K 13 (A) lt±*^— Ort 

rb. B3 (b) \t±T^^-tyv>hmm<D^mm 

EB> B3 (C) ttT#'<^©rtEB-e*>«. 
[B4] 0 4 (A) fo&3lz^&&'*9-><0&£6h 

\c7T.-r\B)mm. B4 (b) «B4 (a) (D&mm&TFi- 

[05] Bll^1-atltR^«tfi#tH/T©ER^ 

— ><Di&<DM&7F+Sn*i>*)s 0 5 (A) tt±*/^— o 
l*9BB, B5 (B) HLbT*'<— fc:/!J yhSffi^M 
MB, B5 (C) ttT^^-^rtEB-CfcSo 

[16] Bi^*+tBRR-&«R«"#H/TOE«/'?^ 

[B 7] BlfcS^«i'ft«Rft*H/T«)4r--^0 
BJkSrRWi-5«*4r^i-Br&f), 0 7 (A) IS±T 
#/^-tXy vhSffico#^«E0, 0 7 (B) BBft 
0-efe^o 

[0 8] Bllw*i-»ttM^«Rf+*H/T^RItfcP 

[09] Blt^tl&JKfiB^ttlilBf+tH/T^RJtS^ 
dt^ hi/— hco— «Sr*i-HT?*>t) , 0 9 (A) f*¥ 
SB. 0 9 (B) f4«»KB-e*>5. 

[010] Blii^i-iilS[]H^«Rf+*H/TlcR»t5 

[011] 19 1:^/0 7^ hi/- hiBl 01-^1- 
^-^y^*»ttR^«Rft*H/ToXy v hS« 
±{cRltfc«Sr^i"¥EBt?*>Sc 

[ft^oRW] 

10-1*/^ 2 0 T%'<—, 3 0 Xy>-}> 

4 0 ^i>, 100 ASIC, 110 

RS 2 3 2Cf^^, 120 CPU, 130 

/D^7AiRAM, 140 &ff-^>-X&#JBS 

RAM, 150 l^ayhD-?, 160 A/ 

D^&S, 170 ^y7r, 180 rt«/* 

20 0 jtJRR^StO-fe^f", 3 0 0 ^-^ 

♦MAffl7?yi/ap«^y % 4 0 0 Xn^5-MMlM§ 

775/Va^^D, 5 0 0 Pf^Vi^Vgp, 6 00 

1S^77!)^ 6 10 SMm*, 6 2 0 

fflaSg^lHlK, 7 0 0 PLD, 8 0 0 ^as/N* 

9 0 0 Sfc* haV'tfa — 
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[02] 



1 



S2 



B) Flash^'J— fl)f-*«# 



F:77-0U 



1 



S3I 



DES8(k)-t?W-sHb 
S32 



(F)k;lS-§"(b77'f;U 



I 



PKI'£g8&eT'k£B§^b 
S33 



(k)e:DESaOB§-i-(b 



«#-r-5f-*D5-SRAMW 



I 



Sll 



(D)R*Rash/«-|CfB® 



SI2 



T-$ DO — M: 



o PKi8ia>^i«# 



Sigttl* -CPKI® (d.e.n) ©16 



I 



PKJSt©iB338e£il&R-C' 



I 



PKiaroafBecojRtawia 

dt^JLO n£Flash y*V-|i 
138 
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n: Ti/jP 
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